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To report suspicious or criminal activity related to information found in this Joint Cybersecurity Advisory, contact 
your local FBI field office at www.fbi.gov/contact-us/field,  
(855) 292-3937 or by e-mail at CyWatch@fbi.gov. When available, please include the following information 
regarding the incident: date, time, and location of the incident; type of activity; number of people affected; type of 
equipment used for the activity; the name of the submitting company or organization; and a designated point of 
contact. To request incident response resources or technical assistance related to these threats, contact CISA at 
Central@cisa.dhs.gov. 

This document is marked TLP:WHITE. Disclosure is not limited. Sources may use TLP:WHITE when information 
carries minimal or no foreseeable risk of misuse, in accordance with applicable rules and procedures for public 
release. Subject to standard copyright rules, TLP:WHITE information may be distributed without restriction. 
For more information on the Traffic Light Protocol, see https://us-cert.cisa.gov/tlp.  
 

TLP: WHITE

 
TLP:WHITE 

This advisory uses the MITRE Adversarial Tactics, Techniques, and Common Knowledge 
(ATT&CK®) framework. See the ATT&CK for Enterprise framework for all referenced threat actor 
techniques. 

This joint cybersecurity advisory was coauthored by the Cybersecurity and Infrastructure Security 
Agency (CISA) and the Federal Bureau of Investigation (FBI). CISA and the FBI are aware of an 
Iranian advanced persistent threat (APT) actor targeting U.S. state websites to include election 
websites. CISA and the FBI assess this actor is responsible for the mass dissemination of voter 
intimidation emails to U.S. citizens and the dissemination of U.S. election-related disinformation in 
mid-October 2020.1 (Reference FBI FLASH message ME-000138-TT, disseminated October 29, 
2020). Further evaluation by CISA and the FBI has identified the targeting of U.S. state election 
websites was an intentional effort to influence and interfere with the 2020 U.S. presidential election. 

Analysis by CISA and the FBI indicates this actor scanned state websites, to include state election 
websites, between September 20 and September 28, 2020, with the Acunetix vulnerability scanner 
(Active Scanning: Vulnerability Scanning [T1595.002]). Acunetix is a widely used and legitimate web 
scanner, which has been used by threat actors for nefarious purposes. Organizations that do not 
regularly use Acunetix should monitor their logs for any activity from the program that originates from 
IP addresses provided in this advisory and consider it malicious reconnaissance behavior.  

Additionally, CISA and the FBI observed this actor attempting to exploit websites to obtain copies of 
voter registration data between September 29 and October 17, 2020 (Exploit Public-Facing 

 
1 See FBI FLASH, ME-000138-TT, disseminated 10/29/20, https://www.ic3.gov/Media/News/2020/201030.pdf. 
This disinformation the was in the form of a video purporting to misattribute 
the activity to a U.S. domestic actor and implies that individuals could cast fraudulent ballots, even from 
overseas. https://www.odni.gov/index.php/newsroom/press-releases/item/2162-dni-john-ratcliffe-s-remarks-at-
press-conference-on-election-security.  
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Application [T1190]). This includes attempted exploitation of known vulnerabilities, directory traversal, 
Structured Query Language (SQL) injection, web shell uploads, and leveraging unique flaws in 
websites.  

CISA and the FBI can confirm that the actor successfully obtained voter registration data in at least 
one state. The access of voter registration data appeared to involve the abuse of website 
misconfigurations and a scripted process using the cURL tool to iterate through voter records. A 
review of the records that were copied and obtained reveals the information was used in the  
propaganda video.  

CISA and FBI analysis of identified activity against state websites, including state election websites, 
referenced in this product cannot all be fully attributed to this Iranian APT actor. FBI analysis of the 
Iranian APT actor  activity has identified Compromise 
Infrastructure [T1584]) within a similar timeframe, use of IP addresses and IP ranges  including 
numerous virtual private network (VPN) service exit nodes  which correlate to this Iran APT actor 
(Gather Victim Host Information [T1592)]), and other investigative information.  

The FBI has information indicating this Iran-based actor attempted to access PDF documents from 
state voter sites using advanced open-source queries (Search Open Websites and Domains [T1539]). 
The actor demonstrated interest in PDFs hosted on 

.  The FBI identified queries of URLs for election-related sites.  

The FBI also has information indicating the actor researched the following information in a suspected 
attempt to further their efforts to survey and exploit state election websites. 

 YOURLS exploit 

 Bypassing ModSecurity Web Application Firewall 

 Detecting Web Application Firewalls 

 SQLmap tool 

CISA  identified the scanning of multiple entities by the Acunetix Web Vulnerability scanning 
platform between September 20 and September 28, 2020 (Active Scanning: Vulnerability Scanning 
[T1595.002]).  

The actor used the scanner to attempt SQL injection into various fields in 
 with status codes 404 or 500: 
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The actor used the following requests associated with this scanning activity. 

 

 

CISA and FBI have observed the following user agents associated with this scanning activity. 

 

  
 

Following the review of web server access logs, CISA analysts, in coordination with the FBI, found 
instances of the cURL and FDM User Agents sending GET requests to a web resource associated 
with voter registration data. The activity occurred between September 29 and October 17, 2020. 
Suspected scripted activity submitted several hundred thousand queries iterating through voter 
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identification values, and retrieving results with varying levels of success [Gather Victim Identity 
Information (T1589)]. A sample of the records identified by the FBI reveals they match information in 
the aforementioned propaganda video. 

The actor used the following requests. 

Note: incrementing  values in  

CISA and FBI have observed the following user agents. 

 

See figure 1 below for a malicious activity. 

 

 

Case 2:20-cv-01771-PP   Filed 12/01/20   Page 4 of 10   Document 1-26Powell Exhibit D 00427

Powell Exhibit D 00431



 
 
 
 
 

  

TLP:WHITE 

TLP: WHITE

Organizations can identify Acunetix scanning activity by using the following keywords while 
performing log analysis. 

  

  

For a downloadable copy of IOCs, see AA20-304A.stix. 

Disclaimer: Many of the IP addresses included below likely correspond to publicly available VPN 
services, which can be used by individuals all over the world. Although this creates the potential for 
false positives, any activity listed should warrant further investigation. The actor likely uses various IP 
addresses and VPN services. 

The following IPs have been associated with this activity. 

 102.129.239[.]185 (Acunetix Scanning) 

 143.244.38[.]60 (Acunetix Scanning and cURL requests) 

 45.139.49[.]228 (Acunetix Scanning) 

 156.146.54[.]90 (Acunetix Scanning) 

 109.202.111[.]236 (cURL requests) 

 185.77.248[.]17 (cURL requests) 

 217.138.211[.]249 (cURL requests) 

 217.146.82[.]207 (cURL requests) 

 37.235.103[.]85 (cURL requests) 

 37.235.98[.]64 (cURL requests) 

 70.32.5[.]96 (cURL requests) 
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 70.32.6[.]20 (cURL requests) 

 70.32.6[.]8 (cURL requests) 

 70.32.6[.]97 (cURL requests) 

 70.32.6[.]98 (cURL requests) 

 77.243.191[.]21 (cURL requests and FDM+3.x (Free Download Manager v3) 
enumeration/iteration) 

 92.223.89[.]73 (cURL requests) 

CISA and the FBI are aware the following IOCs have been used by this Iran-based actor. These IP 
addresses facilitated the mass dissemination of voter intimidation email messages on October 20, 
2020. 

 195.181.170[.]244 (Observed September 30 and October 20, 2020) 

 102.129.239[.]185 (Observed September 30, 2020) 

 104.206.13[.]27 (Observed September 30, 2020) 

 154.16.93[.]125 (Observed September 30, 2020) 

 185.191.207[.]169 (Observed September 30, 2020) 

 185.191.207[.]52 (Observed September 30, 2020) 

 194.127.172[.]98 (Observed September 30, 2020) 

 194.35.233[.]83 (Observed September 30, 2020) 

 198.147.23[.]147 (Observed September 30, 2020) 

 198.16.66[.]139(Observed September 30, 2020) 

 212.102.45[.]3 (Observed September 30, 2020) 

 212.102.45[.]58 (Observed September 30, 2020) 

 31.168.98[.]73 (Observed September 30, 2020) 

 37.120.204[.]156 (Observed September 30, 2020) 

 5.160.253[.]50 (Observed September 30, 2020) 

 5.253.204[.]74 (Observed September 30, 2020) 

 64.44.81[.]68 (Observed September 30, 2020) 

 84.17.45[.]218 (Observed September 30, 2020) 

 89.187.182[.]106 (Observed September 30, 2020) 

 89.187.182[.]111 (Observed September 30, 2020) 

 89.34.98[.]114 (Observed September 30, 2020) 

 89.44.201[.]211 (Observed September 30, 2020) 

The following list provides recommended self-protection mitigation strategies against cyber 
techniques used by advanced persistent threat actors:  

 Validate input as a method of sanitizing untrusted input submitted by web application users. 
Validating input can significantly reduce the probability of successful exploitation by providing 
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protection against security flaws in web applications. The types of attacks possibly prevented 
include SQL injection, Cross Site Scripting (XSS), and command injection. 

 Audit your network for systems using Remote Desktop Protocol (RDP) and other internet-
facing services. Disable unnecessary services and install available patches for the services in 
use. Users may need to work with their technology vendors to confirm that patches will not 
affect system processes. 

 Verify all cloud-based virtual machine instances with a public IP, and avoid using open RDP 
ports, unless there is a valid need. Place any system with an open RDP port behind a firewall 
and require users to use a VPN to access it through the firewall. 

 Enable strong password requirements and account lockout policies to defend against brute-
force attacks. 

 Apply multi-factor authentication, when possible. 

 Maintain a good information back-up strategy by routinely backing up all critical data and 
system configuration information on a separate device. Store the backups offline, verify their 
integrity, and verify the restoration process. 

 Enable logging and ensure logging mechanisms capture RDP logins. Keep logs for a 
minimum of 90 days and review them regularly to detect intrusion attempts. 

 When creating cloud-based virtual machines, adhere to the cloud provider's best practices for 
remote access. 

 Ensure third parties that require RDP access follow internal remote access policies. 

 Minimize network exposure for all control system devices. Where possible, critical devices 
should not have RDP enabled. 

 Regulate and limit external to internal RDP connections. When external access to internal 
resources is required, use secure methods, such as a VPNs. However, recognize the security 
of VPNs matches the security of the connected devices. 

 Use security features provided by social media platforms; use strong passwords, change 
passwords frequently, and use a different password for each social media account.  

 Best Practices for Securing Election Systems for more information.  

Apply all available software updates and patches and automate this process to the greatest extent 
possible (e.g., by using an update service provided directly from the vendor). Automating updates and 
patches is critical because of the speed of threat actors to create new exploits following the release of  

- -day exploits. Ensure the authenticity and 
integrity of vendor updates by using signed updates delivered over protected links. Without the rapid 
and thorough application of patches 2 

 
2 NSA "NSA'S Top Ten Cybersecurity Mitigation Strategies" https://www.nsa.gov/Portals/70/documents/what-
we-do/cybersecurity/professional-resources/csi-nsas-top10-cybersecurity-mitigation-strategies.pdf 
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Additionally, use tools (e.g., the OWASP Dependency-Check Project tool3) to identify the publicly 
known vulnerabilities in third-party libraries depended upon by the application. 

Implement a plan to scan public-facing web servers for common web vulnerabilities (e.g., SQL 
injection, cross-site scripting) by using a commercial web application vulnerability scanner in 
combination with a source code scanner.4 Fixing or patching vulnerabilities after they are identified is 
especially crucial for networks hosting older web applications. As sites get older, more vulnerabilities 
are discovered and exposed. 

Deploy a web application firewall (WAF) to prevent invalid input attacks and other attacks destined for 
the web application. WAFs are intrusion/detection/prevention devices that inspect each web request 
made to and from the web application to determine if the request is malicious. Some WAFs install on 
the host system and others are dedicated devices that sit in front of the web application. WAFs also 
weaken the effectiveness of automated web vulnerability scanning tools.  

Patch web application vulnerabilities or fix configuration weaknesses that allow web shell attacks, and 
follow guidance on detecting and preventing web shell malware.5 Malicious cyber actors often deploy 
web shells software that can enable remote administration r. Malicious 
cyber actors can use web shells to execute arbitrary system commands commonly sent over HTTP or 
HTTPS. Attackers often create web shells by adding or modifying a file in an existing web application. 
Web shells provide attackers with persistent access to a compromised network using communications 
channels disguised to blend in with legitimate traffic. Web shell malware is a long-standing, pervasive 
threat that continues to evade many security tools.  

Prioritize protection for accounts with elevated privileges, remote access, or used on high-value 
assets.6 Use physical token-based authentication systems to supplement knowledge-based factors 
such as passwords and personal identification numbers (PINs).7 Organizations should migrate away 
from single-factor authentication, such as password-based systems, which are subject to poor user 

 
3 https://owasp.org/www-project-dependency-check/ 
4 NSA "Defending Against the Exploitation of SQL Vulnerabilities to Compromise a Network" 
https://apps.nsa.gov/iaarchive/library/ia-guidance/tech-briefs/defending-against-the-exploitation-of-sql-
vulnerabilities-to.cfm  
5 NSA & ASD "CyberSecurity Information: Detect and Prevent Web Shell Malware" 
https://media.defense.gov/2020/Jun/09/2002313081/-1/-1/0/CSI-DETECT-AND-PREVENT-WEB-SHELL-
MALWARE-20200422.PDF 
6 https://us-cert.cisa.gov/cdm/event/Identifying-and-Protecting-High-Value-Assets-Closer-Look-Governance-
Needs-HVAs 
7 NSA "NSA'S Top Ten Cybersecurity Mitigation Strategies" https://www.nsa.gov/Portals/70/documents/what-
we-do/cybersecurity/professional-resources/csi-nsas-top10-cybersecurity-mitigation-strategies.pdf 
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choices and more susceptible to credential theft, forgery, and password reuse across multiple 
systems. 

First, identify and remediate critical web application security risks. Next, move on to other less critical 
vulnerabilities. Follow available guidance on securing web applications.8,9,10 

 

and restore 
functions according to your business continuity plan. Organizations should maintain and regularly test 
backup plans, disaster recovery plans, and business continuity procedures. 

To report an intrusion and to request incident response resources or technical assistance, contact 
CISA (Central@cisa.gov or 888-282-0870) or the FBI 
Division (CyWatch@ic.fbi.gov or 855-292-3937). 

 CISA Tip: Best Practices for Securing Election Systems 

 CISA Tip: Securing Voter Registration Data  

 CISA Tip: Website Security  

 CISA Tip: Avoiding Social Engineering and Phishing Attacks 

 CISA Tip: Securing Network Infrastructure Devices  

 Joint Advisory: Technical Approaches to Uncovering and Remediating Malicious Activity 

 CISA Insights: Actions to Counter Email-Based Attacks on Election-related Entities  

 FBI and CISA Public Service Announcement (PSA): Spoofed Internet Domains and Email 
Accounts Pose Cyber and Disinformation Risks to Voters 

 FBI and CISA PSA: Foreign Actors Likely to Use Online Journals to Spread Disinformation 
Regarding 2020 Elections  

 FBI and CISA PSA: Distributed Denial of Service Attacks Could Hinder Access to Voting 
Information, Would Not Prevent Voting  

 FBI and CISA PSA: False Claims of Hacked Voter Information Likely Intended to Cast Doubt 
on Legitimacy of U.S. Elections FBI and CISA PSA: Cyber Threats to Voting Processes Could 
Slow But Not Prevent Voting  

 
8  https://apps.nsa.gov/iaarchive/library/ia-
guidance/security-tips/building-web-applications-security-recommendations-for.cfm 
9 https://owasp.org/www-project-top-ten/ 
10 
 https://cwe.mitre.org/top25/archive/2020/2020_cwe_top25.html 
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 FBI and CISA PSA: Foreign Actors and Cybercriminals Likely to Spread Disinformation 
Regarding 2020 Election Results 
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Declaration of Ph.D

November 30, 2020

Pursuant to 28 U.S.C Section 1746, I, , make the follow-
ing declaration.

1. I am over the age of 21 years and I am under no legal disability, which
would prevent me from giving this declaration.

2. has a Ph.D in Electrical Engineering from the Uni-
versity of California at Davis and a Masters degree in Mathematics from
the University of California at Berkeley. I have been employed, for over 28
years, in the signal processing and wireless signal processing domain, with
an emphasis on statistical signal processing. I have published numerous
journal and conference articles. Additionally, I have held Top Secret and
SAP clearances and I am an inventor of nearly 30 patents, one of which
has over 1000 citations in the field of MIMO communications (Multiple
Input Multiple Output).

3. I reside at , .

4. Given the data sources referenced in this document, I assert that in Geor-
gia, Pennsylvania and the city of Milwaukee, a simple statistical model of
vote fraud is a better fit to the sudden jump in Biden vote percentages
among absentee ballots received later in the counting process of the 2020
presidential election. It is also a better fit when constrained to a single
large Metropolitan area such as Milwaukee..

5. Given the same data sources, I also assert that Milwaukee precincts ex-
hibit statistical anomalies that are not normally present in fair elections..
The fraud model hypothesis in Milwaukee has a posterior probability of
100% to machine precision. This model predicts 105,639 fraudulent Biden
ballots in Milwaukee.

6. I assert that the data suggests aberrant statistical anomalies in the vote
counts in Michigan, when observed as a function of time.

Signature:

1
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Supporting evidence for the assertions in (4) and 5 is provided in the follow-
ing pages.

1 Impact of Fraud on the Election
In the analysis that follows, it is possible to obtain rough estimates on how vote
fraud could possibly have effected the election. In Georgia, there is evidence
that votes were actually switched from Trump to Biden. As many as 51,110
Biden votes were fraudulent and as many as 51,110 votes could be added to
Trump. An audit to determine vote switching will be more difficult, since it
is likely the Trump ballots have been destroyed in Georgia, based on reports
of ballots being shredded there. If instead we presume that Bidens fraudulent
votes were simply added to the totals, then we estimate that 104,107 ballots
should be removed from Biden’s totals.

In Pennsylvania, from just one batch of absentee ballots, approximately
72668 of them are estimated to be fraudulent Biden votes. Our analysis of
Milwaukee shows that 105,639 Biden ballots could be fraudulent. Moreover
there is evidence of vote switching here, which might give as many as 42365
additional ballots to Trump, and remove the same from Biden.

Michigan yields an estimate of 237,140 fraudulent Biden votes added to
the total, using conservative estimates of the Biden percentage among the new
ballots.

2 Statistical Model
The simplest statistical model for computing the probabilities for an election
outcome is a binomial distribution, which assigns a probability p for a given per-
son within the population to select a candidate. If we assume that each person
chooses their candidate independently, then we obtain the Binomial distribution
in the form,

P (k|N) ≡ NCkp
k (1− p)

N−k
, (1)

where P (k|N) is the probability that you observe k votes for a candidate in
a population of N voters, and where NCk is the number of ways to choose k
people out of a group of N people.

For larger N, the binomial distribution can be approximated by a Gaussian
distribution, which is used in the election fraud analysis in [1]. The chief reason
for this is the difficulty of computing P (k|N) for large N and k. However this
problem can be overcome by computing the probabilities in the log domain and
using the log beta function to compute NCk.

For this analysis it is more useful to compute the probabilities as a function
of f the observed fraction of the candidate’s votes. In this formulation we
have k = Nf, and N − k = N (1− f) , and therefore we define the fractional
probability as,

BN (f) ≡ NCNf p
Nf (1− p)

N(1−f)
. (2)

2
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2.1 Fraud Model
To model voting fraud we assume a fixed fraction α of votes are given to the
cheater. The pool of available voters who actually voted is now N (1− α) . The
fraction who actually voted for the cheater is given by f − α. The probability
that the fraction f voters reported for the cheater, with the fraction α stolen,
can therefore be written as,

CN,α (f) ≡ BN(1−α) (f − α) . (3)

This is similar to the fraud model used in the election fraud analysis given
in [1]. We use the Binomial distribution directly, rather than the Gaussian
distribution, since it should be more accurate for small N, k or f.

2.2 Posterior Probability of Fraud Model
A hypothesis test can now be set up between the standard voting statistics of
(2) vs the statistics of the fraud model (3). If we use Bayesian inference we can
compute an estimate of the posterior probability of the fraud model. This can
be written as,

P (F |f) = CN,α(f)pF
CN,α(f)pF +BN (f) (1− pF )

,

where pF is the prior probability of fraud. In our investigation we assume fraud
is unlikely and set pF = 0.01.

3 Analysis of Absentee Ballots in the 2020 Elec-
tion

For this analysis we extracted data from the all_states_timeseries.csv file,
which can be found at the internet url: https://wiki.audittheelection.
com/index.php/Datasets. We look at the absentee ballot results near the be-
ginning of the time series and then compare it to the end or the middle of the
period, after a sufficient enough ballots were added.

For the models in Section 2 we assign the probability p of a Biden vote using
the final data. This assumption is actually more favorable to the cheater. As
mentioned earlier we set the prior probability of fraud to pF = 0.01, and the
cheating fraction, α, is set to α = f − p, where f is the observed Biden fraction
in the newly added ballots. This isolates the statistics of the added ballots from
the final observed statistics.

We focus on the absentee ballots, because they are dominated by large demo-
cratic cities and there is no obvious reason why those statistics should change
appreciably over time. Furthermore it should be noted that the start time for
this data, mid day Nov. 4., was well after some of the larger absentee ballot
dumps occured.

3
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Figure 1: Reported Biden Fraction In Illinois vs Time

3.1 Control Case Illinois
We choose Illinois as a control case, since it has a significant number of absentee
ballots that were counted later and provides a fairly clean baseline. The reported
Biden fraction vs time is given in Figure 1.

As we can see there is not much change in the Biden statistics from the
initial 601,714 absentee ballots when compared with the 54,117 ballots that
were added. This is further shown by the bar chart in Figure 2.

Using our formula for the posterior probability of fraud in (3) we obtain the
probability that the fraud model is correct of 6.5%. This lends good support to
the idea that the Illinois absentee ballots were counted fairly.

3.2 Analysis of Georgia Absentee Ballots
The Georgia absentee ballot count started at 3,701,005 and 303,988 ballots
were added. The Biden fraction among absentee ballots as a function of time
is shown in Figure (3). This plot shows a statistical abnormality in that the

4
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Figure 2: Before and Added Biden Fraction

5
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Figure 3: Georgia Absentee Ballots vs Time: (Biden Fraction)

Biden fraction appears to always be increasing. This is statistically unlikely
and is not typically seen in fair elections. Normally you would see a mixture of
votes of Biden and his opponents, and would see random deviation around the
asymptote.

We investigate this phenomenon more fully in Figure (4). The added bal-
lots have a Biden percentage of around 70%, while the initial statitics were at
50%. This is a very large jump for such a large sample size and seems very
unlikely. Indeed the probability that the fraud model is correct is 100%, up to
the precision of double floating point arithmetic.

Assuming that the prior absentee ballot distribution is the correct one, we
can form a simple prediction for how many of Biden’s ballots were fraudulent.
Let N1 = 303, 988, the number of ballots added, and let B = 189, 497 be the
number of Biden votes in this new batch. If the fraction of Biden votes should
actually be f = 0.509. Let x be the proposed number of fraudulent Biden votes,

6
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Figure 4: Before and After Biden Fraction in Georgia

7
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then we have,

B − x

N1 − x
= f

x =
B −N1f

1− f
. (4)

In the case that votes were actually switched from Trump to Biden, then
the formula becomes,

B − x

N1
= f

x = B −N1f

This would suggest that 104,107 ballots were fraudulently manufactured for
Biden. If we presume that actually those ballots were switched from Trump
to Biden then as many as 19% of the new absentee ballots for Biden were
fraudulent, which totals around 51,110 ballots that should be removed from
Biden’s totals and added to Trump. We shall see in Section 6, that there is
substantial evidence that some Trump votes were actually switched to Biden
votes.

3.3 Analysis of Pennsylvania Absentee Ballots
The Pennsylvania absentee ballot count started at 785,473 and 319,741 ballots
were added at 39 hours after the start of the data record. The Biden fraction
among absentee ballots as a function of time is shown in Figure (5). This plot
shows some oddities in that the Biden fraction fluctuates with large deviations.

In Figure (6) we see the initial Biden percentage compared with the Biden
percentage of the added ballots over the first 39 hours. The added ballots have
a Biden percentage of around 83%, while the initial statistics were at 78%. This
is a very large jump for such a large sample size and seems very unlikely. Indeed
the probability that the fraud model is correct is 100%, up to the precision of
double floating point arithmetic.

If we just examine the initial large batch of votes among the absentee ballots,
we see an unexplained jump of 5% for Biden. Although it is likely that most
of the fraud, if any, occurred earlier in the vote count, just this batch of ballots
suggests that approximately 72668 Biden ballots are fraudulent. If we presume
that the votes were stolen from Trumps votes, then 15987 Biden ballots are
fraudulent and should be added to Trump’s total.

4 Analysis of Milwaukee County in Wisconsin
We now switch our analysis to a data set that contains precinct data for Mil-
waukee county. The data was obtained from the twitter acount of @shylockh,
who derived his sources from the New York Times and in some cases from
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Figure 5: Pennsylvania Absentee Ballots vs Time: (Biden Fraction)

the unofficial precinct reports from the Wisconsin elections commision website.
We examine vote percentages for ballots added between Wednesday morning,
11/04/2020 and Thursday night 11/05/2020.

This data set gives the total vote count by party affiliation. Because the data
set is confined to Milwaukee, we can assume that the statistics should not be
time varying. The voting pool here is highly partisan in favor of democrats and
we don’t expect any significant difference in the voting percentage, especially
since a large number of absentee ballots were already counted by Wednesday
morning.

4.1 Analysis of Milwaukee County Democrat results
The percentage of democrat voters increases by 15% among the ballots added
on Wednesday and Thursday. On Wednesday morning Milwaukee had received
165,776 ballots. By Thursday evening 458,935 ballots were received, adding
293,159 ballots.

In Figure 7 we see the large deviation in democrat percentage between the
Wednesday morning and those added by Thursday evening. This too causes the
posterior probability of the fraud model to be 100% to machine precision.

Assuming that there was fraud, we estimate that 105,639 fraudulent Biden
ballots were added between Wednesday and Thursday of 11/05/2020 in Milwau-
kee alone. However as we shall see below, many of these votes may well have
been switched from Trump to Biden, which would also give Trump an additional
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Figure 6: Before and After Biden Fraction in Pennsylvania
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Figure 7: Before and After Democrat Fraction in Milwaukee
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Figure 8: Baseline Cumulative Fractions Sorted by Precinct Size

42365 votes and remove 42365 votes from Biden.

4.2 Candidate Percentages Sorted by Ward Size
Another useful tool for evaluating fraud is to look at the cumulative vote per-
centages sorted by an independent input factor. An easy factor to use is ward
or precinct size. This concept was used throughout the report on voter irregu-
larities in [2]. In that report there was an anomalous dependency on precinct
size in many of the 2016 primary elections. The larger precincts had introduced
the use of voting machines. But one could also theorize the opportunity for
cheaters to cheat in small precincts, where there may be less oversight.

Normally we would expect the cumulative vote percentage to converge to an
asymptote, and bounce around the mean until convergence. An example of this
can be found from the 2000 Florida Democratic presidential primary between
Gore and Bradley. This is shown in Figure 8, and is taken from [2].

However when one sorts the Milwaukee, Thursday night data, by precinct
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Figure 9: Milwaukee Democrat Ballots Percentage vs Ward Size

size, you will see trendlines that do not converge to an asymptote, as shown
in Figure 9. It appears that smaller precincts almost uniformly have higher
Democrat percentages. There is no obvious reason for this. It was certainly not
seen in the control case in Figure 8. Furthermore the third party percentages
quickly converge to their asymptote as would be expected in a fair election. One
possible model for this would be vote switching from Trump to Biden, which
would show up more strongly in the smaller precincts.

5 Analysis of Third Party Vote Count
Third party voters offer another way to examine a possible fraud mechanism.
Votes could either be switched from third party candidates to the cheater, or
fraudulent ballots that are added to benefit the cheater, may not include third
party choices. For the control example, we look at absentee ballots in the state of
Massachusetts. In Massachusetts the initial absentee ballot count was 117,618,
and the number of added absentee ballots is 10,281.

The reported 3rd party percentage of absentee ballots vs time in Mas-
sachusetts is shown in Figure 10 and the comparison of the inital and added 3rd
party ballots in MA is shown in Figure 11. There is only a small change in party
preference, relative to the size of the added ballots. Therefore the probability
of the fraud model is only 22%.

When we look at the total 3rd party percentages in Milwaukee, between
Wednesday morning and Thursday night, we see a significant drop from 1.9
percent to 1.4% for the newly added ballots. But this is among 293,159 added
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Figure 10: MA 3rd Party Absentee Votes vs Time

14

Case 2:20-cv-01771-PP   Filed 12/01/20   Page 14 of 20   Document 1-27Powell Exhibit D 00447

Powell Exhibit D 00451



Figure 11: MA 3rd Party Percentage Initial and Added
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Figure 12: Milwaukee 3rd Party Percentages between Wednesday and Added

ballots. This is illustrated in Figure 12. Again in this case the fraud model has
a posterior probability of 100% to machine precision.

6 Analysis of Fulton and DeKalb Counties in
Georgia

We perform a precinct level analysis of Fulton and DeKalb counties in Georgia
based on an aggregate data set likely culled from the New York Times. The
Fulton data was collected on 11/08/2020 and the DeKalb data was collected on
11/09/2020. As in Milwaukee we look at the cumulative vote percentages as a
function of precinct size. A plot of this for DeKalb county is shown in Figure
13.

Although there are somewhat concerning trendlines in the beginning, after
the size 600 precinct mark, thereafter the overall picture is what one would ex-
pect of an election where the voter preferences are not dependent on precinct
size. Both DeKalb and Fulton counties are in predominantly urban Atlanta,
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Figure 13: Dekalb County Absentee Ballots: Percentages vs Precinct Size

neighbor one another, and have similar voting preferences across precincts.
DeKalb county is still suspect, however, due to the irregularites observed prior
to the Ward 600 mark.

A different story emerges when we plot the absentee vote percentages for
Fulton county as a function of precinct size, as can be seen in Figure 14. Here the
trendlines for the Democrat and Republican percentages are quite pronounced,
amounting to a difference of 8 percent from the halfway mark.

We divide the Fulton county data into a group of smaller precincts and larger
precincts. One group has precincts less than 308 and another larger than 308.
The total absentee ballots for the small group is 24,575, and the large group
is 120,029. The small group has a Democrat percentage of 85% and the large
group has a percentage of 77%, for a change of 8%. The fraud model is preferred
in this scenario again with probability of 100% to machine precision.

One might presume that small precincts generally favor Democrats over large
precincts, biasing the results. However take a closer look at the Libertarian
party results in Fulton county in Figure 15. The percentages are exactly what
we would expect if there were no bias in precinct size. The percentages bounce
around a mean, not trending in any direction.

So if there were a bias favoring the democrats in small precincts, we would
expect that to effect both the Republican and Libertarian totals. However it ap-
pears to only effect Republican totals, as if the Republican ballots were switched
over to Democrat in a higher percentage in the smaller precincts. Indeed if a
fixed number of ballots are switched in each district, it would have a larger
effect in the smaller districts and then show up as trend lines in these percent-
age plots. At a minimum the data suggests a statistical anomaly that is not
normally present in a fair election.
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Figure 14: Fulton County Absentee Ballots: Percentages vs Precinct Size

Figure 15: Fulton County Absentee Ballots: Libertarian Percentage vs Precinct
Size
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Figure 16: Michigan Vote Percentage vs Time

7 Michigan Analysis
We now due a time series analysis for Michigan. The data was culled from Edison
Research. We first show, Trump, Biden and 3rd party voting percentages vs
hours after the start of the election in Figure 16. The third party votes shows
the proper convergence to an asymptote that we would expect from the law of
large numbers. However the Trump and Biden percentages are vastly different
You can see large discrete jumps in the percentages as very large Biden ballot
dumps occur over time. You also see that the Biden percentages are mostly
always increasing after hour 27, which is statistically unlikely in a fair election.

Note also that almost a million of the ballots are received by hour 27, and
we use this as our starting point. At that point we have a total of 970,119
votes cast. At the end of 167 hours we have 5,531,222 votes cast. At our initial
point the Biden percentage is 38%, but the new ballots have a Biden percentage
totaling 53% as seen in Figure 17. The fraud model has posterior likelihood of
100% to machine precision.

For Michigan we compute the estimated amount of fraudulent Biden ballots
conservatively, assuming that the 50.5 percent seen at the end of the count
should have been the correct percentage among the newly added ballots. From
this and (4) we obtain an estimate of 237,140 fraudulent votes added for Biden.
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Figure 17: Biden Percentage Before and Added
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